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WHAT IS THE POPI 
ACT?
The Protection of Personal Information Act 

(or POPI Act) is South Africa’s equivalent 

of the EU GDPR. It sets some conditions for 

responsible parties (called controllers in other 

jurisdictions) to lawfully process the personal 

information of data subjects (both natural and 

juristic persons). 

The POPI Act does not stop you from 

processing and does not require you to get 

consent from data subjects to process their 

personal information. Whoever decides why 

and how to process personal information is 

responsible for complying with the conditions. 

There are eight general conditions and three 

extra conditions. The responsible party is also 

responsible for a failure by their operators 

(those who process for them) to meet the 

conditions.

The POPI Act is important because it protects 

data subjects from harm, like theft and 

discrimination. The risks of non-compliance 

include reputational damage, fines and 

imprisonment, and paying out damages 

claims to data subjects. The biggest risk, after 

reputational damage, is a fine for failing to 

protect account numbers.

The biggest impact is on organizations 

that process lots of personal information, 

especially special personal information, 

children’s information, and account numbers. 

The most affected industries are financial 

services, healthcare, and marketing.

THE KEY PURPOSES  
OF THE POPI ACT  
(AS DECREED) ARE:

01
To give effect to the constitutional right to privacy, by 
safeguarding personal information when processed by a 
responsible party.

02
To regulate the manner in which personal information 
may be processed, by establishing conditions, in 
harmony with international standards, that prescribe 
the minimum threshold requirements for the lawful 
processing of personal information.

03
To provide persons with rights and remedies to protect 
their personal information from processing that is not in 
accordance with this Act.

04
To establish voluntary and compulsory measures, 
including the establishment of an Information Regulator, 
to ensure respect for and to promote, enforce and fulfill 
the rights protected by this Act.
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WHAT IS GDPR?
The GDPR is a data privacy and protection 

framework aimed at improving Europe’s data 

privacy laws, and which could be described 

as a first cousin (replacing the EU’s Data 

Protection Directive) to South Africa’s POPIA, 

the Protection of Personal Information Act 4 

of 2013.

POPIA, while currently only partially 

implemented, will apply to all businesses 

and organisations in South Africa, which by 

virtue of their interactions with South African 

consumers, collect and process their personal 

information.

The General Data Protection Regulation 

(GDPR) introduces new rules for organizations 

that offer goods and services to people in 

the European Union (EU), or that collect and 

analyze data for EU residents no matter where 

you or your enterprise are located. 

WHICH COUNTRIES  
ARE AFFECTED BY THE GDPR?
Although it was implemented by the EU, and is primarily 
concerned with data regulation in European countries, the 
GDPR has global implications.

Because the internet has revolutionised the way the world 
does business, it’s possible for a South African company 
to have customers living in France or Italy. It’s also 
possible for a South African company to have European 
customers residing within SA’s borders. In both cases, 
the GDPR applies, because EU citizens are involved. If you 
provide products or services to EU citizens, and process 
their data in order to do so, then you need to adhere to 
the GDPR – no matter where you are based.

WHAT HAPPENS IF BUSINESSES  
DON’T COMPLY WITH THE GDPR?
From official reprimands to financial penalties, the 
consequences of non-compliance are severe. Potential 
administrative fines can reach 20 million euros. The 
effects of the European Union’s General Data Protection 
Regulation are already being felt. The full impact of South 
Africa’s Protection of Personal Information Act has yet to 
be seen. Preparation is your best course of action.
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MICROSOFT AND THE 
POPI ACT COMPLIANCE
South Africa is one of the latest countries to implement 
strict legislation around data privacy in the form of the 
Protection of Personal Information Act (POPI Act).

The POPI Act sets the new benchmark for the processing 
of South African’s personal data by both public and 
private bodies within and beyond the country’s borders. 
Any and all organizations conducting business on South 
African soil must ensure that their information security 
practices are compliant with the rules and regulations 
seen in the POPI Act.

SAFEGUARD 
INDIVIDUAL 
PRIVACY RIGHTS 
UNDER GDPR WITH 
THE MICROSOFT 
INTELLIGENT CLOUD
We live in a time where digital technology 
is profoundly impacting our lives, from the 
way we connect with each other to how we 
interpret our world. 

Central to this digital transformation is the 
ability to store and analyze massive amounts 
of data to generate deeper insights and more 
personal customer experiences. This helps 
all of us achieve more than ever before, but it 
also leaves an extensive trail of data, including 
personal information and sensitive business 
records that need to be protected.

At Microsoft, our mission is to empower 
every person and every organization on the 
planet to achieve more. Trust is at the core 
of everything we do because we have long 
appreciated that people won’t use technology 
they don’t trust. We also believe that privacy 
is a fundamental human right that needs 
to be protected. Microsoft believes GDPR 
establishes important principles that are 
relevant globally.

In addition to our ongoing commitment to 
privacy, we made a number of investments 
over the last few years to support GDPR and 
the privacy rights of individuals. Here is a 
recap of how you can use these capabilities 
to help your organization on the path to GDPR 
compliance.

DEFEND AND PROTECT PERSONAL 
DATA IN YOUR CARE
Across the globe and South Africa, violations in data 
privacy are coming with increasingly stricter penalties, 
making it crucial for organizations to implement robust 
compliance solutions.  

Although this may seem like an intimidating process, 
Microsoft’s compliance solutions will ensure POPI 
compliance and mitigate risk. It is crucial to balance 
the pervasive nature of collaboration tools with the 
compliance of POPIA, GDPR and other data privacy 
regulations. 

Collaboration applications can simplify the process 
of staff members to unknowingly share protected 
information with unauthorized parties, or even knowingly 
with hostile intentions. Whether it’s the one or the 
other, your company is the one that’s going to be held 
accountable

Fortunately, Microsoft provides multiple security and 
compliance solutions that will ensure your organization 
never lands in hot water.
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MICROSOFT’S ROBUST 
COMPLIANCE SOLUTION WILL 
HELP YOU:

•	 Locate all personal data within your 
collaborative networks and digital storage 
units, including on-premises shared files 
and cloud sharing applications such as 
Microsoft 365. 

•	 Automatically classify documents based 
on the presence of personal or other 
sensitive data governed by POPI and 
other regulatory guidelines. 

•	 Put in place business rules with 
relevant restrictions regarding classified 
documents in any from - printed 
documents, emails - to prevent data 
bleeding. 

•	 Implement strict yet streamlined 
solutions that will protect data and 
documents accessed and shared on 
collaborative platforms such as Microsoft 
Teams. 

•	 Restrict collaboration between users 
in different geographical locations or 
subsidiaries to meet regulatory guidelines 
(information barriers). 

•	 Automatically regulate and modify 
security controls to transforming risk 
profiles of data as users and third parties 
access and collaborate across multiple 
locations, organizational and geographic 
boundaries, and devices. 

•	 Track access to regulated personal data 
for auditing and compliance purposes.

MICROSOFT COMPLIANCE MANAGER: 
ASSESS AND MANAGE COMPLIANCE 
RISK
Because achieving organizational compliance can be 
very challenging, understanding your compliance risk 
should be your first priority. Customers have told us about 
their challenges with the lack of in-house capabilities to 
define and implement controls and inefficiencies in audit 
preparation activities.

The Compliance Manager and Compliance Score helps you 
continuously monitor your compliance status. Compliance 
Manager captures and provides details for each Microsoft 
control, which has been implemented to meet specific 
requirements, including implementation and test plan 
details, and management responses if necessary. It also 
provides recommended actions your organization can take 
to enhance data protection capabilities and help you meet 
your compliance obligations.

PERSONAL DATA PROTECTION
At its core, GDPR is all about protecting the personal 
data of individuals—making sure there is proper security, 
governance, and management of such data to help 
prevent it from being misused or getting into the wrong 
hands. To help ensure that your organization is effectively 
protecting personal data as well as sensitive content 
relevant to organizational compliance needs, you need 
to implement solutions and processes that enable your 
organization to discover, classify, protect, and monitor 
data that is most important.

The information protection capabilities within 
Microsoft 365, such as Office 365 Data Governance 
and Azure Information Protection, provide an integrated 
classification, labeling, and protection experience—
enabling more persistent protection of your data—no 
matter where it lives or travels. A proactive data 
governance strategy of classification of personal and 
sensitive data enables you to respond with precision 
when you need to find the relevant data to satisfy a 
regulatory request or requirement like a Data Subject 
Request (DSR) as a part of GDPR.
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Azure Information Protection scanner addresses hybrid 
and on-premises scenarios by allowing you to configure 
policies to automatically discover, classify, label, and 
protect documents in your on-premises repositories such 
as the File Servers and on-premises SharePoint servers. 
You can deploy the scanner in your own environment by 
following instructions in this technical guide.

Azure’s fully managed database services, like Azure 
SQL Database, help alleviate the burden of patching and 
updating the data platform, while bringing intelligent 
built-in features that help identify where sensitive data is 
stored. New technologies, like Azure SQL Data Discovery 
and Classification, provide advanced capabilities for 
discovering, classifying, labeling, and protecting the 
sensitive data at the database level. Protect personal 
data with technologies like Transparent Data Encryption 
(TDE) that offer Bring Your Own Key (BYOK) support with 
Azure Key Vault integration.

RESPOND WITH CONFIDENCE
Ensuring processes are in place to efficiently manage and 
meet certain GDPR requirements, such as responding to 
DSRs or responding to data breaches, is a tough hurdle 
for many organizations.

To help you navigate the GDPR resources provided 
across cloud services, we introduced the Privacy tab 
in the Service Trust Portal. It provides you with the 
information you need to prepare for your own Data 
Protection Impact Assessments (DPIAs) on Microsoft 
Cloud services, the guidance for responding to DSRs, 
and the information about how Microsoft detects and 
responds to personal data breaches and how to receive 
notifications directly from Microsoft.

FEATURES TO SUPPORT DSRS
Several features help support DSRs across Microsoft 
Cloud services, including a Data Privacy tab in Office 
365, an Azure DSR portal, and DSR search capabilities in 
Dynamics 365.

The Data Privacy tab, GDPR dashboard and DSR 
experience in Office 365 are generally available for all 
commercial customers. This experience is designed to 
provide you with the tools to efficiently and effectively 
execute a DSR for Office 365 content—such as Exchange, 
SharePoint, OneDrive, Groups and Microsoft Teams.

The Azure DSR portal is also generally available. Using 
the Azure DSR portal, tenant admins can identify 
information associated with a user and then correct, 
amend, delete or export the user’s data. Admins can also 
identify information associated with a data subject and 
will be able to execute DSRs against system-generated 
logs (data Microsoft generates to provide a given service) 
for Microsoft Cloud services. Other offerings from 
Azure include the general availability of Azure Policy, 
Compliance Manager for Azure GDPR and the Azure 
Security and Compliance Blueprint for GDPR.

To help customers respond to DSRs in Dynamics 365, 
we have two search capabilities: Relevance Search and 
the Person Search Report. Relevance Search gives you a 
fast and simple way to find what you are looking for, and 
is powered by Azure Search. The Person Search Report 
offers a prepackaged set of extendible entities, which 
Microsoft authored, to identify personal data used to 
define a person and the roles they might be assigned to.

HANDLING DATA BREACHES
The onset of GDPR also means stricter regulations that 
organizations must adhere to in the event of a data 
breach. Microsoft 365 has a robust set of capabilities, 
from Office 365 Advanced Threat Protection (ATP) to 
Azure ATP, that can help protect against and detect data 
breaches.
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WHERE YOUR MICROSOFT 365 CUSTOMER DATA IS STORED
The table below shows where customer data is stored at-rest for Microsoft 365 services across all of Microsoft’s South 
African cloud locations:.

SERVICE LOCATION
Exchange Online South Africa

OneDrive for Business South Africa

SharePoint Online South Africa

Skype for Business Global Geography 1 – EMEA

Microsoft Teams South Africa

Office Online & Mobile South Africa

EOP South Africa

Intune Global Geography 1 – EMEA

MyAnalytics South Africa

Planner United States

Sway United States

Yammer Global Geography 1 – EMEA

OneNote Services South Africa

Stream Global Geography 1 – EMEA

Whiteboard United States

Forms United States

Workplace Analytics United States

DOES THE LOCATION OF YOUR 
CUSTOMER DATA HAVE A DIRECT 
IMPACT ON YOUR END USERS’ 
EXPERIENCE?
The performance of Microsoft 365 is not simply 
proportional to a user’s distance to data center locations. 
Microsoft’s continued investments in its global cloud 
network, global cloud infrastructure, and the Microsoft 
365 services architecture help provide users with a 
singular, consistent experience independent of where 
customer data is stored at rest. 

HOW DOES MICROSOFT HELP 
ME COMPLY WITH MY NATIONAL, 
REGIONAL, AND INDUSTRY-SPECIFIC 
REGULATIONS?
To help you comply with national, regional and industry-
specific requirements governing the collection and 
use of individuals’ data, Microsoft 365 offers the most 
comprehensive set of compliance offerings of any global 
cloud productivity provider. Certain Microsoft 365 plans 
offer further compliance solutions to help you manage 
your data, comply with legal and regulatory requirements, 
and monitor actions taken on your data.
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INTELLIGENT 
COMPLIANCE AND 
RISK MANAGEMENT 
SOLUTIONS
Solutions to help you intelligently assess 

your compliance risks, govern and protect 

sensitive data and effectively respond to 

regulatory requirements.

INFORMATION PROTECTION  
AND GOVERNANCE

Identify risks by locating data and understanding how 
it’s used. Help safeguard data wherever it lives by 
configuring protection and retention labels.

Built-in protection
Benefit from information protection and governance 
capabilities built in to Microsoft 365 apps and services, 
Power BI, Edge browser, Windows 10 devices, and more.

Unified management
Configure and manage policies and view analytics across 
your on-premises environment, Microsoft 365 apps and 
services, third-party cloud services, and devices—all from 
a single console.

Intelligent data
Accurately identify sensitive information across your 
enterprise with comprehensive classification capabilities, 
including machine learning.

Extensible capabilities
Consistently extend protection and governance to 
popular third-party apps and services with SDK and 
connectors.

INSIDER RISK MANAGEMENT

Identify critical insider risks and take the appropriate 
action. With built-in privacy controls, use native and 
third-party signals to identify, investigate, and remediate 
malicious and inadvertent activities in your organization.

Native signals
Gain visibility into user activities, actions, and 
communications with native signals and enrichments 
from across your digital estate.

Breadth of communication
Get support for reasoning over messages natively in 
Microsoft Teams and in popular third-party platforms 
such as Instant Bloomberg, ICE Chat, Slack, and Zoom.

Actionable insights
Quickly identify risks with built-in machine learning 
templates tuned to provide rich insights.

Integrated workflows
Act collaboratively across teams to remediate risks and 
ensure investigations are handled according to relevant 
employment laws.

COMPLIANCE MANAGEMENT

Continuously assess, improve, and monitor control 
effectiveness. Map regulatory requirements to global 
regulations and take recommended actions.

Intuitive management
Get intuitive end-to-end compliance management from 
easy onboarding to control implementation.

Scalable assessments
Customize a vast assessment library to meet your unique 
requirements.

Built-in automation
Reduce risk with intelligent automation, including 
compliance score, control mapping, and continuous 
assessments.
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DISCOVER AND RESPOND 
CAPABILITIES

Efficiently respond to your legal, regulatory, and internal 
obligations.

Discover data where it is
Native eDiscovery capabilities for Teams, Yammer, 
SharePoint Online/OneDrive for Business, and Exchange 
Online simplifies the discovery and review of Office 365 
content (e.g. Teams conversation reconstruction, edited 
Teams chat, support for linked content from OneDrive 
and Sharepoint Online.

Intelligently reduce and cull data
Machine learning and intelligent capabilities such as near 
duplicate detection, email threading, relevance, themes, 
and smart tags help customers to reduce and cull large 
volumes of data in-place to relevant set.

Manage workflows in Microsoft 365
Manage a more end to end eDiscovery workflow 
(identify, preserve, collect, process, conduct early case 
assessment/review, and analyze data) while data stays 
within the Microsoft 365 security and compliance 
boundary.

Audit events that enhance forensic 
investigations
Access to audit events (e.g. MailItemsAccessed) that can 
help scope data  that may have been compromised.

Increasing audit log retention to support  
length of an investigation
Advanced Audit helps organizations to customize their 
audit log retention policy for up to a year to support 
their forensic investigations.  To further help meet more 
rigorous regulatory, internal compliance obligations or 
conduct longer running investigations – organizations 
have the option to add-on the capability to retain their 
audit log activities for 10 years.



First Technology Veeam Backup for Office 365

Get in touch with us directly by contacting Jolene Strydom 
on jolenes@firsttechnology.co.za  
or 021 525 7000.

Blog: www.firsttechwc.co.za
Website: www.firsttech.co.za
LinkedIn: www.linkedin.com/company/first-technology

ABOUT MICROSOFT
At Microsoft, our mission is to empower every person 
and every organization on the planet to achieve more. We 
are dedicated to advancing human and organizational 
achievement.

ABOUT FIRST TECHNOLOGY
First Technology is a value-added information technology 
company supplying and implementing hardware and 
software that are complemented by the provision of 
associated support services and solutions. 




